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1. ¥5{E

1.1 MIFARE"” RF ##00 (ISO/IEC 14443A)

®  LLMEABURAAEE CORTE M)

o [{EERZ: fminlik 100mm (HHRZIZEH) (geometry) ¥E)
® [fESii%: 13.56MHz

® Ml LIL M. 106kbit/s

o  HlnmE T EE (GEM)D: 16 2 CRC, 7B, figmiy, frit%k
® LIEMRITR

o G LEBE (ticketing transaction): <100ms CELIE & HL)
1.2 EEPROM

o KT, 16 MX, REX M4 B, fEBUhA 16 AT
® T LT SURE— AN AR B U7 1) 4 F

® T LUGREF 10 4

® 1’5 100,000 X

1.3 RZEM (Security)
T EE 3 # A (ISO/IEC DIS9798-2) (Mutual three pass authentication)
RF {538 188 s, A7 B fh 4
o FEANXAH WL H ] (RN, SCREIF S )20 2 B (support multi-application with key
hierarchy)
FEAS R AATIHE NP5 &
o {EizkumidFErhi)i n] EEPROM 142 41143 (transport key protects access to EEPROM on chip

delivery)

2. BiRsER
A% ISO/IEC 14443A HxifE, Philips JT % T 4 B K5 H Mifare™ MF1 IC S50, IX/Mit5 i (I
(Mifare™ RF $:10) M\ ISO/IEC 14443A FryfEff5 2 B0 F155 3 3%y . (%2 (security layer) {4
X IE ) CRYPTO1 i %14 (field-proven CRYPTO1 stream cipher), {ii it/ MifareP 25135 A %4
ATHAF R

21 FTtEEEERTGEE

Mifare” 41, MF1IC S50 4345 LM £k (Rl AN 2SR D, ORI T IK JCIR I JE 27 it
Fo XA RATEEEM, JEEERFIIEEHE (Read Write Device, RWD) (R4, il RF il
AT LALL 106KBit/s Fr3 A& Hidi

22 R
BRI PSR I BE SV — TR IR AR — sk KRN TR, RPSETEAR Ak —k R, Wil
o 398 HR R R TR A T R A 10 LA — X3 (R A R AN S R A

23 RAPEARE

ARGV E . T Ei AR R A sy, e DM AN SR REAE /N T 100ms 58
XAE, Mifare™ < HL P st AN# EE45 /5 RWD AT, B4R T (1D [k, Jdb T B AR .
WERRTEAA RS GRETPEEARIT) WA BLETA S
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24 REMH
EANR —ANMRRER IO ZE SRR, B, AT (Mutual challenge) FHmdp AN, Fs O 23 FIHR
SCHARS 2B 1k R 2 BUEf T, SN G RE H . JPAS A MBS, HE T Sik-R M1,

25 ZRFINEE
ML HEEF (processor card) [KThfEFAELE:, MifareP RGHLML T — NSzt 2 N FHDh s . R
AR, XA RG] LS 2 K.

antenna

I Energy

MIFARE® card

Data

MIFARE® card reader

e / / g
] MF1 IC S50 chip
4 fums wire coil embedded into a module
26 KEHEM
® i HLES
® SR dn )T
o R
3. IhREfEIR
3.1 FHEEHEIR

MF1 IC S50 i 1KB [f) EEPROM. RF 2 FURIE 7 A il s Ak fe RO A R 2efleik, R
221l LI 22 Pl 4 BT B E R MF1IC S50 ANl ZHABSMIICIF. (VRN 1 RE it BERHIES % Mifare”
R IC Ll BitamD

RF #21:

WA / R

Yk

IRk #% (Clock Regenerator)

BN =E 1A

CRERTE £E

SRS A [R]— DXl R ] AR U3 b AT B A

ke BN R ORI AT T R B AN B A B XA BT AR AT AE il 2 R A

PRI ARG, LR REI T4 (special redundant format) 4%, 1 H.a] LA Al
b

EEPROM # 1

Crypto ¥i7t: Mifare™ 4 i £ 7124 X I F ) CRYPTO1 i 1% (field-proven CRYPTO1 stream
cipher) i (R i A8 #e (1 R 2 M
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® EEPROM: i 1K 7145, 70/ 16 X, KX Irk 4 B, fE—Behf 16 7. S X ARG
—ANB R, SRR B A X AN BT ) S CiT gD

Digital Control Uni

RF-Interface ‘ Control & ALU EEPROM
Anti-
collision
EEPROM-
Interface
Auth!anti-
antenna cation Crypto

3.2 BiflRIE
M4t RWD #14adk, FF i MF11C S50 194l 2CHa il f oA A N DX IR AT 200 ) 2 1 R o

321 EXIRE /B
+ EHEL (POR) J&, B LAGIERAD LILIIN (ATQA, 4l ISO/IEC 14443A) [FIE RWD 1
ik 4d (i RWD &H, AT EREEENKFR).

3.2.2 RIMZEIR
SO SEIR A LB R P55 o WHRAE RWD i CAEE BN U5k, RWD i ME— 7515 2k X il
AT HARGE R A —ik 4 (hIEERD AT N 08 E. BoE ik i+ 2 0] B A QA A5 B 1)

e A A
R AL

3.23 &®&FE+*
RWD 18 F 3% < iy &3k o e ip— 3R R BT M AR A- i A AH 23/ . iR ] Answer To Select (ATS)
iy (=08h), RWD il ATS ] LU Mk p (0 A o o SR 75 B 0 PRGN 1) ERHE 2% Mifare b2k

YU R

3.2.4 3®HIA
W T ik k2 )5, RWD 48 T E 0 AEE RS OB, a0 AN (R 38 08T 3 88/, £
TN, T AT S AR R IR T 1
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Transaction Sequence

P e o
v A 4 &
Request Standard Request All T}lpical Transaction Time
+ + Identification and Selection
+ Procedure
Anticollision Loop 3 ms without collision
Get Serial Number
+ 1 ms for each collision
5% SN <« |
A 4
Select Card
- v
v Authentication Procedur:
3 Pass Authentication -
sector specific v 2 ms
¢ ¢ Decre-| | Incre- Re- Memory Operations
Read Write: ment ment store Halt
Block | | Block + + + + 2.5ms read block
i i 6.0 ms write block
Transfer v

325 7FiERIRE

A S5 ] LARAAT LA T AT AT B4 -

EAE kA B

AR B

Pok TRAE At A BB 1) P9 25 0 45 SR CRAEAE I HRF £ P 3 i 2 A7
W AR A B P 28R A RO R 2 A7 A

KA. oAt 3 B P 2588 BB 27 A7 45

Feid: LI PR 2 A3 I N A S BIE AR B

3.3 HUERE (E# %
RWD Fl-F 2 1] () J5 2 ML EE A T T LA OB LA (% 5o T s A i«
® AE: 16 /i CRC

FEASFATESA A A AL

® [l

® Mg “17 “0” MIBEATE L
o (HIEMYE (PhBUPIIMALHL T
34 REME

A 1SO 9798-2 i [ 3 #e Mk, TRELUNIR = .

3.4.1 3 RWIAWIRNF

a) RWD Ja ZEU5 I (¥ X L P28 A 5% 9] B.

b) ML AR M. RIGRRE—ABENIE (FERiR] (challenge)) F] RWD. (3
—H#)
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c) RWD FI# A I A vh M o AR5, RE AT RWD FIBEHL ) —2 A 2R e G 48D
d) RHBECKHHIRF RWD #miSAH ELAH A RWD MR . SR 5 - S0 e (fy i B ik i 25
(=% (The card verifies the response of the RWD by comparing it with its own challenge
and then it calculates the response to chanllenge and transmits it.)
e) RWD A B Il Fl-R i BAR LLER A R MR, . (the RWD verifies the response of the
card by comparing it to its own challenge)

FERIEH—ANBENLII I 2 )5, AT RWD 2 [8] R TE IS DR 1 o

3.5 RFi#O

RF 2 MR i 042 Be R A5l ISO/IEC 14443A Bt .

RWD [H#0k X — HAEAE (FEAEEI A RS, RIAE S A X R

LEPGANJT 1] (R, AR TF LR H N — MR BT AR N B G #E — AN 18
KA (PR e BT B R bt (K 7 45 A (LSB) i seki%. SRR E 163 {4 (16 M3k
PFHT+2CRC FT=16*9+2*9+1 MNRIHAL).

3.6 TRfigsssty
1024x8 fii[¥) EEPROM f-fif#s i 73 16 MMX, HAXFH 4 M, HEH 16 7.
TEAEBRRAR, 3 EEPROM HLITHIE AR “07; ASIRER, 52 EEPROM B oHI{E &2 H “17,

Byte Number within a Block
Sector | Block [|0[1]2]3]4]|5]6[7|8]9]10[11]12[13[14]15| [Description
15 & Key A Access Bits Key B Sector Trailer 1£
2 Da
1 Da
0 Da
14 & Key A Access Bits Key B Sector Trailer 1¢
2 Da
1 Da
0 Da
1 :- Key A Access Bits Key B Sector Trailer 1
2 Da
1 Da
0 Da
0 z Key A Access Bits Key B Sector Trailer (
2 Da
1 Da
0 Manufacturer Blo
361 T EE

] R BORAEAE R A MR B (B 0D BEE T IC R RMEEE . BT IR MRS
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2w axtk,

R—BAEIC R g 2 Ja a5 R/

Byte| 0 (1 (2345|687 [8]|e|1w[11]12[13]14]15]

Serial Mumber Manufaciurer Data

Check Byte |

36.2 #EiEE
P IIXARE 3 AN B (REBL 16 71 fRAFEid (X 0 A PN Bon — S ki) B

Kot

BT LA LU RV R4 (access bits) Bl :

e i/ 5B, M EWICL Y

o (B, MTHEWH TG, RN, BEEIE R A A A
FEPAT AT A7 A s 3R A E AT AR EOE AT WA 2o

3.6.21 {EE

{EBOT LB TR D . (RN Ar AT B8 5L M B R KD,

{HBL

{HBL
)

ByteMumber (0 [1[2]3[4|s5][e]|7|8]e[w][n]12]13]1a]15
Deschphon Wakss ke Value &dr | Adr | Adr | Adr

A AN E A% S T BT R R AT A TE I 540 A B

S REAEAE Boks UM 5 A 72k

{H: TR AW 4 FAE XA EAT DT A IRAFAE AR IR o OS54 DAbRHE
2 (R NRAE . O T ORIER O IERTEAN CREE T, (AR ERAF T 3 WK, WIRANURIRAE, —IREUR
TRAT

Adr: FoR N 1 AT, ST IR ORI A O BN T ORAE A B M o HBHEF AT ORAE T 4
o BURRIANBUR S RAF IR e EPATHE S Bl PR ARIS3RAEI, MbEORaF A e R
LS G

363 XE (B3

4
[ ]
[ ]

PUp S
il

XAAH DX, B

FYIARB (i), B PInbREE “0”

ViR A 4 DB (GRAFAES 6 717~ 9 741, Uiz (access bits) 1] LA Hi %k
PEBIAA (3 / HalED.

ANl ZE Y] B, A B3 M5 )a 6 7R DA B

i v E X RIS 9 747 AT RAR T 6. 7 M8 —FERITT AL
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ByteMumber [0 [1 |2 |3[a|s5]|e |78 [ [w][11]12]13]14]15
Descrplion Emy A Arcess Brs Ky B joptional)
3.7 ipialTEfikss

FEPATAEMT Al AR A LU, R AUERE I F 2t A
Gt b BEPT B PR A fif 43R 1 AR A0 (1 2 R DR A7 AT I DX PR U7 1) 4 AR DRE o

Changa of Sachor

Y
ldentification and Selection Procedurs

Y
Authentication Procadurs

Pemwe Command witho ui

Change of Secter - > Ham
4
Mamory Operations
Value Block
Raad, Wit Incremam. Daorsmeanl, Transfar, Resiome
Read¥rite Block
Raad, Wrils
TR iR1E
#BR1E Fiz:pus BRI ERER
3 BNl B B/, HMXE
5 AN B B/, HMXE
1 BN BLI A R E A S5 R R AE | (H
7 R H s 75 A7 A
Ik T B IR A A O R A R AR AP AE |
W B A A7
ik BN FAA RN RS | H
F B
(L3 K B P9 A B B S e A | (H
fras
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3.7.1 &t

FEAN B BRI X RV I 45 P b 3 ANk S0, BT AR RIA IS (1 6 3R AT A 52 X I X R

ViR T R A A R B U RIS IR MR AR DI B A ST T I A PRI, AT BB
Vi 4

d: AR N R, ViRl AL PAAEUS B 2R .

MF1 IC S50 () B 45 # it iy & RAERIN SE S ST, AN AT

e BYmL 154 i3
C13C23C33 | i, § - 3 X2
C12C2:C32 | i, 5, M4, y, 15k, & —- 2 BB
C14C2:1C31 | &, 5, M, L, 15k, WE —- 1 BB
C10C20C30 | %, 5, Hf, #k, f£i%, WK - 0 B B

VE: A7 A as s o) SN2 AR I R U5 1) AR IOR e R eI B R AU R, A DOR AT R 70 B

(if it detects a format violation the whole sector is irreversible blocked.)

Byte Mumber [0 [1 (23|45 ]8 |7 |a]e|wnz[1a[ha]15]

HEry A ACcess B Hrry B {oporal}

Byle &
Byte T
Byte 8
Byte 9 | | | | | | | | | |

372 XEBIFEIEH

X (B 3) vl hn, BRIV AR Uil vl 23 “ AR P A7, “EE B” B “ %] AIB”
CEAH A B B,

TEJT 45 X JR RIS A ALV Il S5 e SO ARIETIC S . th T 2580 B m LAYEARARIC & bl i th, B
RELH % A TA.

U5 il 47 AT AR B 2, 754 A4k (personalization of cards) (I i 2245 5134 2 . (Since the access

bits themselves can also be blocked, special care should be taken during personalization of cards.)

W EAL el S iR
EHA e L % B

C1 |C2 |C3 |ixE
0 0 0 MAS

I
ot

1%

HHP A WA | EHIA

£ | ]
b
>
£ | ]
b
>

W B W LA
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0 1 0 MA | AA | EHA M| BEHA | WA | 28] B Wl LA
1 0 0 MA | %HIB | P AB | AR | A& | HHIB

1 1 0 M| M | HBHAB | A | MA | AR

0 0 1 WA | A | %A BHA | EHA | HHA | %9 BRI,

Al E

0 1 1 A B | %1 AB EHB | AA B

1 0 1 WA | A | T AIB HHB | A | A

1 1 1 MA | MA | HHAB | AR | M | AR

Ve FIRKEORRUI AT 2% ] B rIREe v il 2 4F, I35 Bl LLAF TR -

3.7.3 HIEERYVTEIFM
Hym B (BL0~2) ML, B/ B30 “ AT “#P A7 “# P B” s “# ] AIB” C#d]
A B B o AR IR AL R B E SCT R T LSRN fR 8 i 2o

o i/ HBL ATLIHT IS B

® (HBL: WILABEATHE. k. MREAVKEMERRAE. b RE iR (0017 HEXI AN T
REEATERIERAE . 9 —FhiE 0 (“110™) (EH]#EH B rT LA 7L
JRIBL: ot B EARAT KU ) A B A 5 !
BV EARIE T, A LT TN

7 B L 36 Nz A
Cc1|c2|c3|ix 5 14 W, fEi,
"E

0 |0 |0 |=#AB | ##HAB | Z#AB | HAB' | fixiE
0 |1 0 | =8 AB" | AR A A B/ 5B
1 |0 [0 |#®=#AB" | #4B MA MR B/ HE
1 |1 |0 | #=#AB" | %418 w48 HH AB' | Bk

0 [0 |1 |#HHAB | A& MA ZH AB' | Bk

0o |1 [1 | #x#B w4 B MA MR B/ HE
1 10 |1 #4] B’ A A A L/ 5B
1 1 1 A A MA MA L/ 5B

T B T LA N R, AR TR (FERTT T R P IR AT, AR Wi RWD BEHTXLE (i

IKAKRICHD) U7 AR E Y] B AMERTBE, R RTEMA G B LRI ARk U1 1) 1

-10 -




